L .

>
Syntho Quest
* * h * K

IOS VULNERABILITY
ASSESSMENT AND
PENETRATION
TESTING

Prepared By (CTO) SYNTHOQUEST

45 Days Duration




Duration: 45 days x 2 hrs/day (90 hrs)

Goal: Learn static/dynamic analysis, reverse engineering,

runtime tampering, network interception & pinning, supply-

chain checks, secure storage & crypto, reporting — mapped
to OWASP Mobile Top 10.

Top 10 mapping (focus areas):

S/

M1 Improper Credentials -
M2 Supply Chain -

M3 Auth/Authorization -
M4 1/0 Validation -

M5 Insecure Comm -

M6 Privacy -

M7 Binary Protections -
M8 Misconfiguration -

M9 Insecure Storage -
M10 Weak Crypto

Business Associate: vivek
Email: contact@synthoquest.com
Mobile: +91-8333801638 (whats app)




